VPN’s (Virtual Private Network)

The VPN facility enables you to connect your local area network (LAN) or to another
private network, via the public Internet, or for remote teleworkers to access your LAN
securely via the Internet. A secure 'tunnel' is established and as you are making use of an
existing Internet connection, there are no long distance phone charges or huge leased line
costs typical of LAN links. Our solutions supports industry standard PPTP and IPSec VPN
protocols, with DES/3DES encryption to link to Teleworkers or remote offices.
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Office in Bristol

Some technical information on the Netscreen Firewall/VPN

Dedicated VPN tunnels 10

Manual Key, IKE, PKI (X.509) Yes
DES (56-bit), 3DES (168-bit) and AES encryption Yes
Perfect forward secrecy (DH Groups) 1,2,5
Prevent replay attack Yes
Remote access VPN Yes
L2TP within IPSec Yes
Site-to-site VPN Yes
Star (hub and spoke) VPN network topology Yes
IPSec NAT traversal Yes
Tunnel interfaces 10

Redundant VPN gateway
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